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Standardisation of language and reframed as trust wide policy
Updates to reflect new online learning and HR platforms
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Section 4.1 included reference to Al generated material to reflect
proposed KCSIE 2026 changes

Section 6 abridged to acknowledge UYOD policy and includes as
recommended by our DPO service provider section now includes just
explicit use of personal devices and has been updated to include
contractors

Section 8 re-written to reflect feedback from Internal Cyber Security Audit
and to ensure compliance with Cyber Essentials certification
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DU

Included explicit mention of VPNs in section 4.4

Explicit prohibition of Peer 2 Peer networking in section 4.10

New section 6.9 added explicitly forbidding the use of VPNs or Peer to
Peer networking on personal devices

Replace references to staff with colleagues
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v7

DU

Update to include the details around the use of personal hardware and
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DU
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1.1

1.2
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1.4

Information

This Acceptable Use Policy is intended to provide a framework for such use of East Midland
Academy Trust’s (EMAT) ICT Infrastructure. It should be interpreted such that it has the widest
application including new and developing technologies and uses, which may not be explicitly
referred to.

This policy has due regard to all relevant legislation and statutory and non-statutory guidance
including, but not limited to, the following:

e Computer Misuse Act (1990);

e General Data Protection Regulation (2018);

e The Counter-Terrorism and Security Act 2015;
e Keeping Children Safe in Education 2024

e Guidance on Safer Working Practices

As a professional organisation with responsibility for safeguarding, all colleagues, and volunteers
within EMAT are expected to take all possible and necessary measures to protect data,
information systems and devices from damage, loss, unauthorised access, infection, abuse and
theft.

All users of EMAT’s ICT Infrastructure have a responsibility to use that infrastructure in a
professional, lawful, and ethical manner, consistent with EMAT’s values, national/local guidance
and expectations, the law and relevant policies including:

e  Employee Code of Conduct
e  Data Protection Policy

e  Online Safety Policy

e  Disciplinary Policy

e  Safeguarding Policy

e  Social Media Policy

e  Use Your Own Device Policy

In addition, users who are issued with EMAT equipment will be bound by EMAT’s Equipment
loan agreement.
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https://www.legislation.gov.uk/ukpga/1990/18/contents
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/
https://www.gov.uk/government/collections/counter-terrorism-and-security-bill
https://assets.publishing.service.gov.uk/media/66d7301b9084b18b95709f75/Keeping_children_safe_in_education_2024.pdf
https://www.safeguardingchildren.co.uk/wp-content/uploads/2019/09/guidance-for-safe-working-practice-for-professionals-working-in-education-settings-2019.pdf
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Responsibilities

It is the responsibility of all users of EMAT ICT Infrastructure, to read and understand this policy.
This policy is reviewed on an annual basis but is liable for amends more frequently to comply
with changes in governance to address technology trends.

Scope

All users (colleagues, pupils, trustees, governors, volunteers, visitors, contractors) of EMAT's
facilities to this ICT Acceptable Usage Policy.

System Security and Policy

Hardware and software provided by the workplace for colleagues, volunteers and students use
can only be used for educational use. Personal accounts or information such as personal
photographs or personal files must not be accessed or stored on EMAT devices and EMAT
accepts no liability for loss of such data, EMAT’s Equipment loan agreement provides further
information.

Downloading or accessing programmes or files that have not been authorised by the Head of
Shared Services or IT Business Partner could result in the activation of malware or ransomware
when devices are reconnected to school networks. If in doubt, users should ask the IT team for
guidance. Where there is a resultant breach, users may be individually liable for such a breach.

Users must not remove or attempt to inhibit any software placed on EMAT devices that is
required for network compliance or security.

Users must not attempt to bypass any filtering, monitoring and/or security systems put in place
by EMAT, this includes the use of Virtual Private Networks (VPN)s.

Damage or loss of a computer, system or data including physical damage, viruses or other
malware must be reported to the IT team as soon as possible.

Users are liable for any loss, theft, or damage to equipment whilst in their care and may be
charged for any such damage unless it can be attributed to reasonable wear and tear. The
Equipment Loan Agreement provides greater detail.

EMAT reserves the right to monitor the activity of users on any if its ICT systems and devices
and all devices should be considered always monitored.

Password security is important. Get Safe Online provides guidance on password security and
recommend Do’s and Don’ts https://www.getsafeonline.org/protecting-yourself/passwords/

Equipment issued under the EMAT equipment load policy remains the property of EMAT.
EMAT may request the return of the any equipment for any reason at any time by giving
appropriate notice. If colleagues are leaving EMATS employment, colleagues must return
equipment prior to the leaving date. Student leaving education that have been issued devices
must return devices prior to their last day, failure to do so will result in the equipment value
being deducted from final salary payments further details are provided in the EMAT Equipment
load agreement.

Peer to Peer Networking is not permitted on network of device owned or operated by EMAT
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EMAT’s ICT infrastructure may not be used directly or indirectly by any user for any activity
which is deemed to be unacceptable use, this consists of but is not limited to the following
definitions:

The download, creation, manipulation, transmission, or storage of:

e any offensive, obscene, or indecent images, data or other material, or any data capable
of being resolved into obscene or indecent images or material.

e unlawful material, or material that is defamatory, threatening, discriminatory, extremist
or which has the potential to radicalise themselves or others.

e unsolicited “nuisance” emails, instant messages, or any other form of communication.

e  material which is subsequently used to facilitate harassment, bullying and/or victimisation
of a member of the Trust or a third party.

e  material which promotes discrimination based on race, gender, religion or belief,
disability, age or sexual orientation.

e  material with the intent to defraud or which is likely to deceive a third party.

e  material which advocates or promotes any unlawful act.

e material that infringes the intellectual property rights or privacy rights of a third party, or
that is in breach of a legal duty owed to another party.

e  material that brings the EMAT into disrepute.

e  material generated by Al that could cause office or be deemed indecent, discriminatory
or extremist

Using EMAT's ICT Infrastructure deliberately for activities having, or likely to have, any of the
following characteristics:

. intentionally wasting colleagues’ effort or other EMAT resources;

. corrupting, altering or destroying another User’s data without their consent;

° disrupting the work of other Users or the correct functioning of EMAT ICT Infrastructure;
. using tools such as Al to generate indecent offensive or extremist

or

° denying access to EMAT ICT Infrastructure and its services to other users.

. pursuance of personal commercial activities.

Data Protection

Colleagues and volunteers must be aware of their responsibilities under Data Protection
legislation (including UK GDPR) regarding personal data of pupils, colleagues or
parents/carers. This means that all personal data must be obtained and processed fairly and
lawfully, kept only for specific purposes, held no longer than necessary and kept private and
secure with appropriate security measures in place, whether used in the workplace, hosted
online or accessed remotely. This includes safe and secure back up.

Colleagues and volunteers should seek to use designated school to store, manage, process
or view personal information wherever possible to ensure security of information,
appropriate deletion and archiving, and to ensure that searches in response to Subject Access
Requests can easily and readily be completed. Data must not be extracted from these
systems and installed in personal spreadsheets or documents unless absolutely necessary.

Emails, text messages, teams posts created or received as part of your role are subject to
disclosure in response to a request for information under the Freedom of Information Act
2000 or a Subject Access Request under the Data Protection Act 2018. All e-mails, texts and
messages should be written and checked carefully before sending, in the same way as a letter
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written on school headed paper. Do not use data subjects (colleagues, pupils, parents,
contractors, volunteers) names in communications unless absolutely required where
appropriate use initials. All electronic communications with pupils, parents, outside agencies
and colleagues must be compatible with the professional role of colleagues. The person
about whom a communication mail relates may request copies of the information therein.

Colleagues and Volunteers are reminded that any sharing of data with third parties should
be subject to scrutiny by the Trust’s Data Protection Lead to ensure an appropriate GDPR
compliant data sharing agreement and appropriate licencing are in force. If you are not aware
of whom your locations data protection lead is, please contact the senior administrator or
school operations manager or the Head of Shared Service who will be able to inform you who
the relevant person is.

Users should use appropriate trust platforms (such as Office 365 or teams) to access work
documents and files in a password protected environment.

Colleagues are not permitted to use USB sticks to connect to any EMAT device, no EMAT data
is permitted to be stored on USB sticks.

Any images or videos of colleagues or pupils must only be for official EMAT use and reflect
parental or age-appropriate student consent. Colleagues should ensure photos and videos
are regularly uploaded to a shared network or official cloud drive, regularly deleted in line
with retention policies, and removed from standalone devices.

Users are expected to respect copyright and intellectual property rights.

It is the responsibility of each account holder to keep their password secure. For the safety
and security of users and recipients, all mail is filtered and logged, if necessary, e-mail
histories can be traced. EMAT email account should be the account that is used for all EMAT
business.

Colleagues should actively manage e-mail accounts, delete e-mails of short-term value and
carry out frequent housekeeping on all folders and archives, Email should never be used as
filing system it is to be used as a communications system only, colleagues should ensure
information is store on appropriate storage systems such as Arbor, EveryHR, My Concern,
SmartlLog, Iris etc.

Bring Your Own Device/Use Your Own Device

Please refer to EMAT’s Use Your Own Device Policy relating to the use of personal devices
however the following has been included in this policy for clarity

e Colleagues and volunteers are not permitted to use personal mobile phones, personal
tablets, personal smart watches, personal digital cameras, personal cloud storage
accounts (icloud, OneDrive personal, google doc, google drive), personal data
transmission services (drop box, wee transfer,) to take store or transmit photos of pupils
or colleagues, store or transmit EMAT data, any data that could be classed as Personal,
Sensitive relating to a data subject linked to EMAT or commercials sensitive information
unless explicit permission has been granted by the IT Business Partner
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e Colleagues, contractors and volunteers are not permitted to use personal mobile
phones, personal tablets, personal smart watches, personal digital cameras whilst
interacting with or in the presence of pupils

e Colleagues, contractors and volunteers are not permitted to allow student to access or
interact with their personal mobile phones, personal tablets, personal smart watches or
personal digital cameras.

e Colleagues, contractors and volunteers must never user personal communication tools
to interact with students or parents with personal communications account (whatsapp,
telegram, skype, teams, zoom etc) with the exception of when the pupil or parent is a
family member, in which case a conversation should had with your DSL or head teacher
explaining this is the case and confirming the relationship with the parent or student
and when the communication is not related to EMAT and its activities

e Colleagues, contractors and volunteers should never use personal mobile phones, smart
watches, connected smart devices or tablets to communicate with parents or pupils
with the exception of when the pupil or parent is a family member, in which case a
conversation should had with your DSL or head teacher explaining this is the case and
confirming the relationship with the parent or pupil and when the communication is not
related to EMAT and its activities

Safeguarding

Colleagues are expected to immediately report any illegal, inappropriate, harmful material or
any incidents they become aware of, to a Designated Safeguarding Lead.

Queries or questions regarding safe and professional practice online, either in an academy or off
site should be raised with a Designated Safeguarding Lead, your local Headteacher or the People
& Culture team.

Passwords

All users will have clearly defined access rights to school technical systems and devices. Details
of the access rights available to groups of users will be recorded by the IT Team and will be
reviewed, at least annually. All Trust ICT systems will be protected by secure passwords that are
changed in line with IT Security best practice cover the following two distinct groups

e General User Passwords
e  Pupil Passwords
e Administrator/Privileged Access Passwords

e General User Passwords.
General Passwords

e Any password for a cloud-based system that provides muti factor authentication must
have MFA enabled if available

e Allcolleague users will be provided with usernames and passwords to access the Trust’s
ICT infrastructure which they are welcome to change. EMAT follows the National Cyber
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Security Centre’s recommendations that all users use passwords that are not overly
complex and should ideally consist of three random words

e The password must not include proper names or any other personal information about
the user that might be known by others.

e The account will be “locked out” following 10 successive incorrect log-on attempts
where systems permit.

e Temporary passwords (e.g., used with new user accounts or when users have forgotten
their passwords) will be enforced to change immediately upon the next account log-on.

e Passwords will not be displayed on screen and shall be securely hashed (use of one-way
encryption) wherever possible.

e Passwords must never be left on public display

e orwritten down in an unsecured location.

e Passwords should be different for different accounts, to ensure that other systems are
not put at risk if one is compromised and should be different for systems used inside
and outside of EMAT

e Should be changed at least every 365 days.

e Should not re-used for 6 months and be significantly different from previous passwords.

e Wherever possible self-service password recovery services will be made available to end
users.

e All users will have responsibility for the security of their username and password, must
not allow other users to access the systems using their log on details and must
immediately report any suspicion or evidence of a breach of security to one of the
following:

o A member of the Trust’s IT Department
o ATeacher (if a pupil identifies an issue)
o One of the Trust’s Data Protection Leads (DPL).

e Generic user accounts and passwords will never be issued to multiple colleagues or
pupils.

Pupil passwords

e In Primary Phase from KS2 all students will be provided with their own user accounts these
inturn wll be linked to a specialist log in system enabling younger pupils to log in securely
without needing to remember complex passwords to ensure IT security doesn’t become a
barrier to teaching and learning.

e Pupils in secondary phase will log on with conventional methods and will be covered by
same expectations as General Passwords

Administrator/Privileged Access Passwords

All Administrator/Privileged Access accounts and passwords for the Trust systems will be
allocated only to appropriate colleagues, under the approval of the IT Business Partner or Head
of Shared Service or relevant department head for specialist software.
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Any person issued with admin or elevated access will have this recorded on a central access
control log, this includes system not managed by the IT Department such as EveryHR, Flick
Learning, Iris financials, DfE Web Site, Social Media, Banking Software

EMAT will have administrator level passwords for all its systems and service, no supplier will
have sole access to administrator level passwords.
Exceptions

Exemptions from Unacceptable use: if there is legitimate academic activity that may be
considered unacceptable use, as defined in this policy, for example, research into computer
intrusion techniques, then notification must be made to the Head of Shared Services or IT
Business Partner prior to the start of any activity.

Consequences

Failure to comply with this ICT Acceptable Usage Policy may result in one or more of the
following actions taking place:

° restrict or terminate a User’s right to use the Trust’s ICT Infrastructure;
° withdraw or remove any material uploaded by that User in contravention of this Policy;
. disclose information to law enforcement agencies and take any legal action against a

User for breach of this Policy, including but not limited to claiming all costs, fees and
disbursements (including but not limited to legal fees) connected therewith; or

° where the User is also a member of the Trust community, the Trust may take disciplinary
action up to and including expulsion from study or termination of employment.

Monitoring

All Trust ICT systems and devices are monitored in accordance with the Online Safety Policy and
compliance with Keeping Children Safe in Education. Personal privacy cannot be assumed when
using the Trust’s hardware or systems. The Trust can monitor the usage of its own Infrastructure
and services (internet access, email, teams, WiFi etc.) as well as activity on end user computer
(Tablets, Laptops, Desktop computer, mobile phones etc.) without prior notification or
authorisation from users when justifiable concerns have been raised.

Definitions

ICT Infrastructure — all computing, telecommunication, software, services and networking
facilities provided by the Trust either onsite at any of its academies or related premises or
remotely, with reference to all computing devices, either personal or Trust owned, connected
to systems and services supplied by the Trust.

Users - any person granted authorisation to use any computer or device on the Trust ICT
Infrastructure. This includes (but is not limited to) colleagues, pupils, visitors, customers (tenants
or using site facilities), temporary workers, contractors, vendors, volunteers and sub-contractors
authorised to access the network locally or remotely, for any reason, including email and
Internet or intranet web browsing.
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The Trust - refers to the East Midlands Academy Trust, Central Services and all Academies and
sites associated with it.
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